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£~ Globus Auth: Foundational IAM service

* Protects REST APl communications between and
among apps and services

* Federated login for diverse app ecosystem

« Based on OAuth2 and OpenlID Connect
— Least privileges security model: scopes/consents
— Access via OAuth2 and OIDC libraries of your choice
— Programming language and framework agnostic



£ Globus Auth: Identity broker for research apps

Brokers authentication and authorization among...
* End-users
* Identity providers: enterprise, external (e.g. Google)

» Services: resource servers with REST APls
* Apps: web, mobile, desktop, command line clients
» Services acting as clients to other services



£ Use Case: Log

* Similar to:
“Log in with Google”

“Log in with Facebook”

« Using existing identities

* Providing access to community services
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Use Case: App calling service on user’s behalf

Authorization Code Grant
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£ Use Case: Native Apps calling services

Native App Code Grant rF
°P Parsl

$ globus
Usage: globus [OPTIONS] COMMAND [ARGS]... from parsl.data provider.files import File
Options: @pythoniapp
-v, ==verbose Control level of output def sort numbers(inputs=[]):
=h, =--help Show this message and exit. with_open(inputs[e].filepath, 'r') as f:
-F, --format [json]text] Output format for stdout. Defaults to text strs = [n.strip() for n in f.readlines()]
--jmespath, --jg TEXT A JMESPath expression to apply to json output. strs.sort()
Takes precedence over any specified '--format' and return strs
forces the format to be json processed by this
expression

--map-http-status TEXT Map HTTP statuses to any of these exit codes: unsorted_globus_file = File('globus://03d7d06a-cbbb-11e8-8cba-0ald4c5c824a/unsorted. txt")

0,1,50-99. e.g. "404=50,403=51"

f = sort_numbers(inputs=[unsorted globus filel)

Commands : print (f.result())
bookmark Manage Endpoint Bookmarks L. i i i i
config Modify, view, and manage your Globus CLI config. Please visit the following URL to prov1d¢ authorization: ‘ ‘
delete Submit a Delete Task https://auth.globus.org/v2/oauth2/authorize?code_challenge method=S5256&redirect_uri=https%3A%2
endpoint Manage Globus Endpoint definitions F%2Fauth.globus. org%2Fv2%2Fweb%2Fauth- codesaccess type=offline&client id=8b8060fd-610e-4a74-88
get-identities Lookup Globus Auth Identities 5e-1051c71ad473&code challenge=065VviWCka8oWSaISMuTOQKCfxzkDPPi00z9bRBFewE&scope=openid+urnss3A
list-commands List all CLI Commands globus%3Aauth%3Ascope%3Atransfer.api.globus.org%3Aall&state= default&response type=code
login Login to Globus to get credentials for the Globus CLI Enter the auth code: eMQ9QyZNmUnXfDJdvMpféw8azzPvYX
logout Logout of the Globus CLI (e, '1, '1e*, '11', '12', '13', '14', ‘'15', '16', '17', '18', '19', '2', ‘'20', ‘'21', '22',
1s List Endpoint directory contents '23', '24', '25', '26', '27', '28', '29', '3', '30', '31', '32', '33', '34', '35', '36', '37',
mkdir Make a directory on an Endpoint '38', '39', '4', '40', '41', '42', '43', '44', '45', '46', '47', '48', '49', '5', '50', '51',
rename Rename a file or directory on an Endpoint '52', '53" '54', '55" '56', '57', '58" '59', '6', '6@'r '61', '62" '63', '64" '65', '66',
task Manage asynchronous Tasks 'e7', '68', '69', '7', '70', '71', '72', '73', '74', '75', '76', '77', '78', '79', '8', '80O',
transfer Submit a Transfer Task 'g1', 's2', 's3', 's4', '85', 's6', 's7', 'sg', 's9', '9', '00', '91', '92', '93', '94', '95',
version Show the version and exit '96', '97', '98', '99']
whoami Show the currently logged-in identity.

Globus command line client application High performance, high throughput,

computing workflows



£ Use Case: Apps that need offline access

Refresh tokens

=Parsl

Il
|| |

from parsl.data provider.files import File
P Copy /ingest LS S
. . def sort numbers(inputs=[]):
—_— = Daily @ 3:30am t with open(inputs[0].filepath, 'r') as f:
strs = [n.strip() for n in f.readlines()]
Usage: :1obu [OPTIONS] COMMAND [ARGS]... St rs. Sort ()
o return strs
e S D m unsorted globus file = File('globus://03d7d06a-ch6b-11e8-8c6a-0alddc5c824a/unsorted. txt')
[ 5 e f = sort_numbers(inputs=[unsorted globus file])
print (f.result())
ttis ggg%zgl%iggg:iﬁ:gé:ﬂ:i::‘i"“s [I@I, |l|, |10|, Illl, |12|r Il3|, |14|, |15|, |16|, |17|, |2|, |2@|r |21|’ |22|,
Loqi:tcslobustoZetcredentialsfertheGlohusCLI I23I, I24I, I25I, I26I,I I27IJI I28I, I29I, I3I, I30I, I3ll, I34I,I I35IJI I36I, I37I,
- ctory contents |38|, |39|, |4|, |40|, |41|’ |42|’ |43|, |44|, |45|, |46|, |49|’ |5|’ |50|’ |51|,
I52I, I53I, I54I, I55I,I I56IJI I57I, I58I, I59I, I6I, I60I, I63I,I I64IJI I65I, I66I,
I67I, I68I, I69I, I7I, I70I,l I71IJl I72I, I73I, I74I, I75I, I78I,l I79IJl I8IJl IBGI,

|81|, |82I, |83I, |84I, |85|JI I86|, |87|, |88|, |89I, Iglp Igzl,I |93|JI |94|’ |95|,
'96', '97', '98', '99']

Recurring transfers with sync option

High performance, high throughput,
computing workflows



£ Use Case: Apps invoking service as itself
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£ Examples: Securing service’s REST AP

Outsource all IAM, authorization on your own

workflow-execution-service-schemas

. Object Resolution Service
2% . €D =

El.i GIObaI Alllance [static/smart-api.yml
for Genomics & Health

The Object Resolution Service (ORS) registers and resolves GUIDs and
Core Metadata for DCPPC digital objects. It creates and assigns persistent
Collaborate. Innovate. Accelerate. GUIDs for digital objects: Archival Resource Keys (ARKs), Datacite Digital
Object Identifiers (DOIs), or Minids (implemented as ARKSs). It also
provides a landing service endpoint where Core Metadata for these objects

Workflow Execution Se rvice (WES) API in human and machine readable format (JSON-LD) may be retrieved,

including the cloud provider endpoints

Terms of service
build 'passing m

Contact Max Levinson
Apache 2.0

The Global Alliance for Genomics and Health is an international coalition, formed to
enable the sharing of genomic and clinical data.

Cloud Work Stream

The Cloud Work Stream helps the genomics and health communities take full
advantage of modern cloud environments. Our initial focus is on “bringing the




£ Use case: Invoking dependent services

Restricted delegation down the call chain

Identifier

FAIR Resgarch Data Portal

Mint
persistent
identifiers

Transfer Manage
groups
FAIR Research Concierge Service l
Data Portal

”

Concierge

Service

e
MINID 007

e |
= @
— ) —




£ High Assurance support in Globus Auth

* Determine which identities in a user’s identity set have
been used to authenticate and when

« Session context = app instance, device
 Information returned via token introspection
e Services make access control decisions

* Failed operation - app generates specific redirect URL

docs.globus.org/api/auth/sessions




£ Services using high assurance features

* Globus transfer and groups

« Additional authentication assurance

— Enforce user authentication with specific identity within session
with specific timeframe

* Application instance isolation
— Authentication context Iis per app, per session



£~ Additional authentication assurance

userX@anl.gov userX@anl.gov

&globus =

Beta  Have feedback?

File Manager ~
RECENTLY USED ENDPCINTS
globuspublish#trial_data

UChicago RCC Midway

petrel#testbed

51 Sandbox - Vas

Amazon 53 Gateway -
Vas

ESnet Read-Only Test
DTN at Sunnyvale
Vas Laptop

POSIX Sandbox

£

bus Tutorial

»oint 1

NCAR RDA Dataset
Archive

lobus Tutorial

G
Endpoint 2

@8 THE UNIVERSITY OF

® CHICAGO

J/A\ G G/A\ __:_'-\"

Welcomel!

Please log in to JAGGAER Production Environment.

To securely logout, you must quit your browser.

CNetID / UCHADID: |

Password:
Forgot your password?

LOGIN
Need help with your CNetID or UCHADID? If you are a University

of Chicago faculty member, student, or staff member you may use
myaccount.uchicago.edu to change your password, recertify your



£~ Additional authentication assurance

userX@anl.gov

& g[ObUS = . File Manager Panels H: kmark Ma

Reta Have feedback?

&globus =

Beta  Have feedback?

File Manager ~
File Manager ~

RECENTLY USED ENDPOINTS
RECENTLY USED ENDPOINTS

globuspublish#trial_data
UChicago RCC Midway bester

petrel#testbed

GCSv5.2 Globus Demo
HA Mapped Collection

5.1 Home Shares - Vas
ranantha

5.1 Sandbox - Vas

read_only

Amazon S3 Gateway -
Vas
sjmartin
ESnet Read-Only Test
DTN at Sunnyvale
tuecke

Vas Laptop

WENFI #2017 0 &vn rassana 1 POSIX Sandbox - Vas




£~ Re-authentication timeout

userX@anl.gov

&globus =

Beta Have feedback?
File Manager ~

RECENTLY USED ENDPOINTS

olish#trial_data

ESnet Rea

DTN at Su

Laptop

POSIX Sandbox - Vas

¢l

clmfor

clmfo

WENFI~2070

f) globus

Reta Have feedback?

- £

File Manager ~

RECENTLY USED ENDPOINTS

globuspublish#trial_data
UChicago RCC Midway
petrel#testbed

GCSv5.2 Globus Demo
HA Mapped Collection

5.1 Home Shares - Vas
5.1 Sandbox - Vas

Amazon S3 Gateway -
Vas

ESnet Read-Only Test
DTN at Sunnyvale

Vas Laptop

POSIX Sandbox - Vas

Collection

Path

bester

dpowers

mlink

ranantha

sjmartin

tuecke

o refresh list




£ Application instance isolation

Au

thenticated in browser

session (app instance 1)

&) globus

feta Have feedback?

UChicago RCC Midway
petrel#testbed

GCSv5.2 Globus Demo
HA Mapped Collection

5.1 Home Shares - Vas
5.1 Sandbox - Vas

Amazon S3 Gateway -
Vas

ESnet Read-Only Test
DTN at Sunnyvale

Vas Laptop

POSIX Sandbox - Vas

= | File Manager

Collection GCSv5.2 Globus Demo HA Mapped

File Manager ~ ,
Path
RECENTLY USED ENDPOINTS -
globuspublish#trial_data lect all o refresh list columns

bester
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mlink
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read_only

sjmartin

tuecke

Bookmark M:
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Hidden ltems

9
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Re-authentication required in different
app, same browser(app instance 2)

userX@uchicago.edu

Modern Research Data Portal

TRANSFER | GRAPH | PROFILE | LoGour | RANANTHAQUCHICAGO,EDU
B i -

Research Data

"J
3
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£ Application Instance Isolation

Authenticated in browser
session (app instance 1)

&) globus

feta Have feedback?

File Manager

RECENTLY USED ENDPOINTS

UChicago RCC Midway
petrel#testbed

GCSv5.2 Globus Demo
HA Mapped Collection

5.1 Home Shares - Vas
5.1 Sandbox - Vas

Amazon S3 Gateway -
Vas

ESnet Read-Only Test
DTN at Sunnyvale

Vas Laptop

POSIX Sandbox - Vas

globuspublish#trial_data

File Manager

Collection

Path

columns

bester

dpowers

mlink

ranantha

read_only

sjmartin

tuecke

Hidden ltel

—1%
=

Re-authentication required in
CLI session (app instance 2)

(globus-cli) ~ § globus
Usage: globus [OPTIONS] COMMAND [ARGS]...

Options:
-v, --verbose Control level of output
-h, --help Show this message and exit.
-F, --format [unix|json|text] Output format for stdout. Defaults to text
--jmespath, --jq TEXT A JMESPath expression to apply to json

output. Takes precedence over any specified '
--format' and forces the format to be json
processed by this expression

--map-http-status TEXT Map HTTP statuses to any of these exit codes:
8,1,50-99. e.g. "484=50,403=51"

Commands:
bookmark Manage endpoint bookmarks
config Manage your Globus config file. (Advanced Users)
delete Submit a delete task (asynchronous)
endpoint Manage Globus endpoint definitions

get-identities Lookup Globus Auth Identities
list-commands List all CLT Commands

login Log into Globus to get credentials for the Globus CLI
logout Logout of the Globus CLI

1s List endpoint directory contents

mkdir Make a directory on an endpoint

Tename Rename a file or directory on an endpoint

™ Delete a single path; wait for it to complete
session Manage your CLI auth session

task Manage asynchronous tasks

transfer Submit a transfer task (asynchronous)

update Update the Globus CLI to its latest version
version Show the version and exit

whoami Show the currently logged-in primary...




£~ More information

Documentation
— docs.globus.org

* Globus Auth documentation
— docs.globus.org/api/auth/

Python SDK
— globus-sdk-python.readthedocs.io/en/stable/

* Support
— support@globus.org

Subscribe to blog posts and news/announcements
— www.globus.org/contact-us



"Any opinions, findings, conclusions or recommendations
expressed in this material are those of the author(s) and do not
necessarily reflect the views of the Networking and Information

Technology Research and Development Program.”

The Networking and Information Technology Research and Development
(NITRD) Program

Mailing Address: NCO/NITRD, 2415 Eisenhower Avenue, Alexandria, VA 22314

Physical Address: 490 L'Enfant Plaza SW, Suite 8001, Washington, DC 20024, USA Tel: 202-459-9674,
Fax: 202-459-9673, Email: nco@nitrd.gov, Website: https://www.nitrd.gov
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