Cyber Security and Information Assurance (CSIA)
NITRD Agencies: NSF, OSD and DoD Service research organizations, NIH, DARPA, NSA, NASA, NIST
Other Participants: DHS, DOT, DTO, FAA, FBI, State, Treasury, TSWG

CSIA focuses on research and development to prevent, resist, detect, respofidlity, andidabdetyyemtiom actions that and network
integrity of information and computer-based systems; new approaches to achieving hardware and software
stems security; and reconstitution and recovery of
computer-based systems and data.

NITRD Program: Coordination Activities Highlights

In 2006, the first full calendar year in which the CSIA Program Component Area (PCA) and the CSIA
Interagency Working Group (IWG) were formally part of the NITRD Program, the CSIA agencies completed the
Federal Plan for Cyber Security and Information Assurance Research and Development (April 2006) and began
planning for follow-on activities. In key recommendations, the report called for development of a sustained,
coordinated multiagency effort to address CSIA R&D,
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Highlights of Request

Team for Research in Ubiquitous Secure Technology (TRUST): Multiuniversity center with industrial
partners to develop new science and technology that will transform the ability of organizations (software
vendors, operators, local and Federal agencies) to design, build and operate trustworthy information systems for
critical infrastructures — NSF

Software protection: Develop high-assurance software protection and secure software engineering; implement
out-of-band defense strategies, tamper-proof hardware, secure-application-laufTcprotection for trust in end
nodes; ubiquitous and seamless Secure Developmen

8 NITRD Supplement to the President’s FY 2008 Budget August 2007



National Plan for Research and Development in Support of Critical Infrastructure Protection: Provide input to
the NSTC Subcommittee on Infrastructure on cyber aspects of critical infrastructure protection — CSIA IWG
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